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- ABSTRACT

This aims in refining any .ofganization’s security policy due to identiﬁcation of
vulnerabilities, and guarantees that the sécurity measures taken actually gives the protéction
that the organization eﬁ(peqts' and requires. Administrator needs to perform vulnerability which
helps them to uncover shortcomings of network security that can lead to device or information
being compromised or destroyed by exploits. These outputs are typically heterogeneous which
makes the further analysis a challenging task. Normal user network may give the way to
unauthorized people to access as a authorized agents. Whenever, users s;tep into online

networks, without knowing them third party or any other harmful person monitoring - their

behaviour. Provide the protection from malicious activity, admin or authorized person also

check the user networks such as IP address and email. In this project, we explore how a network
can manipulate this information source the peering link where traffic ingresses a network-to
more precisely locate sources of spoofed traffic. Our key observation is th.at the routes are
partially under an origin network’s control, and so the network recetving the spoofed traffic
has some ability to impact on which link it receives traffic, instead of relying on routers that
are not under its control. We proposb techniques that are fuhdamentaﬂy different from existing.
trace back approaches and can be used today, requiring no changes to deployéd equipment nor
cooperation from other networks. Our techniques work best when the spoofed traffic originates

from few sources, as is common in amplification DOS attacks.
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